Privacy Impact Assessment - Automated Criminal Investigation (ACI) System  (Windows XP with VPN software image)


Draft PIA Date: April 9, 2004               

MEMORANDUM FOR:  MAYA A. BERNSTEIN

            PRIVACY ADVOCATE  

FROM:
      Harlan Carter, Director, Criminal Investigation, Operating Division,

      Business Systems Planning, CI:S:BSP
SUBJECT:                    Request for Privacy Impact Assessment (PIA) – 

                           Automated Criminal Investigation (ACI) System

           (Windows XP with VPN software image)
Purpose of the System:  This system is the operating system (utilizing Windows XP Service Release 1) that provides the interface between the user and the workstation (computer).  It also provides connectivity to the users at remote locations (not connected to the CI Network) via Virtual Private Networking (VPN) through dial-up and/or Broadband connections.  The CI Network uses the Treasury Communications System (TCS) for wide area network (WAN) connectivity.  Triple Digital Encryption Standards (DES) are maintained on all TCS circuits.

Name of Request Contact:


Name:  Harlan Carter, Director, CI Business Systems Planning (BSP)

Organization Name & Symbols: CI:S:BSP

Mailing Address:  1111 Constitution Avenue, NW, Washington, DC  20224

Phone Number (with area code): (202) 622-8559
Name of Business System Owner:


Name:  Pota Coston, Director, Office of Strategy

Organization Name & Symbols:  CI:S

Mailing Address:  1111 Constitution Avenue, NW, Washington, DC  20224

Phone Number (with area code): (202) 622-5878
Requested Operational Date:  July 1, 2004
Category:  (Reason PIA is required--enter "y" or "n" and applicable dates)

New System?:          No


Recertification?  (if no change, enter date of last certification)    This PIA pertains to the implementation of a new operating system (for desktop use) coupled with remote- access VPN capabilities.

Modification of existing system?:      Yes, we are updating and upgrading the operating system to a current standard.
           Is this a National Standard Application (NSA)?:   No
  
            Is this a Modernization Project or System?    No

If yes, the current milestone?:     ____    (Enter 1-5; explain if combining milestones)

System of Records Number(s) (SORN) #:  

This system operates under the following SOR notices:



Treasury/IRS 46.002  CIMIS (Criminal Investigation Management Information System 

      Treasury/IRS 46.009  CEPIIS (Centralized Evaluation and Processing of Information Items)


Treasury/IRS  34.037 IRS Audit Trail and Security Records System

Note:  The CIMIS SOR is being renamed CI AIRS (Criminal Investigation (CI) Administrative and Investigative Records System) to include updated uses of records maintained in the system.

Attachment:  PIA

Data in the System

	1. Describe the information (data elements and fields) available in the system in the following categories:

A. Taxpayer

B. Employee 

C. Audit Trail Information (including employee log-in info)

D. Other (Describe)


	A. None.
B. Login and identifying data.
C. Event Viewer logs.

D. None.


	2. Describe/identify which data elements are obtained from files, databases, individuals, or any other sources.

A. IRS

B. Taxpayer

C. Employee

D. Other Federal Agencies (List agency) 

E. State and Local Agencies (List agency)

F. Other third party sources (Describe)


	A. None.
B. None
C. Employee enters login and password to be able to access the system either locally or via VPN.
D. None
E. None
F. None


	3.  Is each data item required for the business purpose of the system?  Explain.


	Yes, the business purpose of the system is to provide access and interface for the user to IRS systems.


	4. How will each data item be verified for accuracy, timeliness, and completeness?


	The only information required for the Windows XP is provided directly by the employee and must be considered accurate, timely and complete.  Otherwise, access is denied.


	5. Is there another source for the data?  Explain how that source is or is not used.


	No, the employee must provide this information to be granted access.


	6. Generally, how will data be retrieved by the user? 


	Taxpayer data is not accessible in the XP operating system.  Logon data is retrievable by the system administrator by logon session and user logon identifier.


	7. Is the data retrievable by a personal identifier such as name, SSN, or other unique identifier? 


	Yes, by the person’s logon identifier.



Access to the Data

	8. Who will have access to the data in the system (Users, Managers, System Administrators, Developers, Others)?


	All of the above personnel if access is granted by the security officer and management.  Access controls are in place and are enforced primarily by controlling access to the Windows XP compliant system (and UNIX system in which the CIMIS system operates – access is also controlled through permission sets in the database) on which the data is maintained.


	9. How is access to the data by a user determined and by whom? 


	Access is granted on a need-to-know basis, and restricted through the use of users IDs and passwords.  Managers can request access for their employees.  Access is documented through the use of logs and audit trails.

The Program Manager for Computer Security is responsible for reading the audit logs, ensuring that they are done, stored for access, and reviewed via random audits.


	10. Do other IRS systems provide, receive, or share data in the system?  If YES, list the system(s) and describe which data is shared.  If NO, continue to Question 12.


	No.


	11. Have the IRS systems described in Item 10 received an approved Security Certification and Privacy Impact Assessment?


	Not applicable.


	12.  Will other agencies provide, receive, or share data in any form with this system?


	No.  We may provide audit logon information to GAO and/or TIGTA pursuant to an investigation and/or their oversight function.




Administrative Controls of Data

	13.  What are the procedures for eliminating the data at the end of the retention period?


	Records are maintained, administered and disposed of in accordance per Internal Revenue Manual (IRM) 1.15; 1.15.1 Records Administration

Handbook, 1.15.2 Records Disposition Handbook, 1.15.3 General Records Handbook, and 1.15.4 Files

Management Handbook.



	14.  Will this system use technology in a new way?  If "YES" describe.  If "NO" go to Question 15. 


	No.



	15.  Will this system be used to identify or locate individuals or groups?  If so, describe the business purpose for this capability.


	No.



	16. Will this system provide the capability to monitor individuals or groups? If yes, describe the business purpose for this capability and the controls established to prevent unauthorized monitoring.


	No.



	17. Can use of the system allow IRS to treat taxpayers, employees, or others, differently?  Explain.


	No.



	18.  Does the system ensure "due process" by allowing affected parties to respond to any negative determination, prior to final action?

	While information that may affect due process is stored on these computers, this PIA is limited to the operating system, which has no impact on due process or taxpayer rights.

	19.  If the system is web-based, does it use persistent cookies or other tracking devices to identify web visitors?


	No.  The Windows XP system permits users to access the internet and/or intranet through the use of appropriate protocols.  Any cookies collected or utilized is via the Internet or Intranet itself, and not created by the Windows XP system.
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